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Abstract: Counterfeiting in the field of medicine has raised substantial concerns as a global issue, 
with its prevalence noticeably expanding in recent years. Counterfeit medicines pose a 
particularly severe threat to patient’s life or safety and cause severe implications. It is difficult to 
trace a medical product as well as to identify its authenticity. This paper aims to combat the 
widespread issue of counterfeit goods in industries like Pharmaceuticals and Healthcare. Taking 
this as cognizant, we proposed a Blockchain and QR code-based product identification system to 
prevent the circulation of fake medical products where consumers do not have to rely on the 
distributors to know whether or not their products are real. The three main players involved in 
this Blockchain-based model are the manufacturer, supplier, and the consumer. The proposed 
system will have the power to track the history of the product all the way from the manufacturer 
to the supplier to the customer. Combining the potential of Blockchain technology along with a 
secure QR code mechanism will offer robust security, immutability of data and have transparency 
in all the transactions. Thus, this system will guarantee product traceability in the supply chain 
whereas the QR code will make it feasible for consumers to access product information instantly. 
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1. Introduction 
One of the major problems facing the online retail sector is 
the prevalence of fake/counterfeit goods in the market. 
These goods are imitations of the original branded goods, 
despite the fact that they seem to be real. Nearly 20% of 
the items sold on online marketplaces are fake/counterfeit. 
It is estimated that trade in counterfeit goods is now worth 
more than 5% of world trade1). This impacts the company's 
reputation, revenue, and economics and also puts end 
user’s finances, health, and safety at risk. Fake products 
can have a significant impact on various industries and 
areas, including FMCG (Fast-Moving Consumer Goods), 
Clothing and Fashion, Grooming and Beauty Products, 
Food and Beverages, Electronics, Entertainment and 
Media, Art and Collectibles, etc. but, apart from these, 
there are two areas where they pose significant hazards and 
harm to consumers, i.e. Pharmaceuticals and Agriculture.  
Counterfeiting in the field of medicine has raised 
substantial concerns as a global issue, with its prevalence  
noticeably expanding in recent years2). The range of 
counterfeit products and medicines increased during the 
COVID-19 pandemic 3-4).  
The World Health Organisation (WHO) claimed around 

one million deaths per annum due to fake and substandard 
medicine, which indicated $21 billion of global financial 
impact5). Meanwhile, the growth of counterfeit Agro 
products has led to a downfall of the Indian Agro-industry. 
The distribution of medicines from manufacturers to 
patients is vulnerable to counterfeiting at several stages of 
the healthcare supply chain. 
Emerging technologies have indeed played a vital role in 
improving the identification and prevention of counterfeit 
products using Radio-Frequency Identification (RFID), 
Quick Response (QR) Code, Internet of Things (IoT), AI, 
and Blockchain technologies. The proliferation of 
smartphones and the ease of generating QR codes make it 
feasible for consumers to access product information 
instantly. IoT and RFID are used to identify counterfeit 
product but relay on network bandwidth 6). AI can also 
identify unusual manufacturing or shipping patterns, 
enabling early detection and action against counterfeit 
goods. However, whenever a product's authenticity is in 
question, smart contracts can trigger actions to halt its 
distribution or initiate investigations 7).  
Here, the blockchain comes into its bigger picture for the 
identification and detection of fake/counterfeit product 
identification. Blockchain technology is secure, 
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decentralized and distributed ledger system that records 
transactions across multiple node or block which cannot be 
changed. Users not need to depend on intermediary party 
to authorize the product's safety in the Blockchain 
technology. Smart contracts on the blockchain can 
automate various processes, such as payments and product 
verification 8). Blockchain technology offers enhanced 
security, traceability, and transparency throughout the 
supply chain, ultimately benefiting consumers, 
manufacturers, and all parties involved in the fight against 
counterfeit goods 9). Blockchain is a peer-to-peer network 
that establishes a record whose legality can be checked by 
the entire community. Hence, manufacturers can utilize 
this approach to supply genuine items to the customers. 
Blockchain assist to customer satisfaction, trust and loyalty. 
Especially in domains such as pharmaceuticals and drug 
supply chains. 
Identifying genuine medical products and ensuring they 
are not counterfeit is of utmost importance to safeguard 
public health. Counterfeit medical products, which can 
include medicines, medical devices, or even personal 
protective equipment, pose serious risks to patients and 
healthcare systems. Taking this into cognizant, we 
proposed a blockchain and QR code-based method to 
prevent the circulation of fake medical products where 
consumers do not have to rely on the distributors to know 
whether or not their products are real and significantly 
reduce the expenses associated with product quality 
assurance. QR codes provide a practical technique for 
combating the practice of counterfeiting, particularly in 
context of current progresses in wireless and mobile 
technologies. To detect fake items, simply scan a QR code 
that is connected to a Blockchain. The proposed method 
can then be used to record medical product data and make 
a special identification for medical products in a database. 
This paper aims to combat the widespread issue of 
counterfeit goods, with a focus on the critical problems 
they create in industries like Pharmaceuticals and 
Healthcare. Counterfeit medicines pose a particularly 
severe threat to patient’s life or safety. By integrating 
Blockchain technology with QR codes, our aim is to 
guarantee the authenticity of pharmaceutical products, 
enhance consumer trust, and significantly reduce quality 
assurance costs. The ultimate goal is to make a substantial 
impact by safeguarding consumers and the pharmaceutical 
industry from the devastating effects of counterfeit 
medicines, protecting lives and well-being.  

1.1. Research Questions (RQ) 
This study is guided by the following research questions: 
RQ1: How can blockchain technology be leveraged to 
ensure transparency and traceability in the medical product 
supply chain? 
RQ2: How does QR code integration strengthen the 
identification and verification of genuine versus 

counterfeit medical products? 
The remainder of the paper is systematised as follows. 
Section 2 discusses the related work. Section 3 describes 
the motivation and section 4 describes the methodology to 
develop the proposed model. Section 5 presented the 
implementation details while Section 6 shows the result 
and discussion. Section 6 highlighted the impact of the 
proposed work on the pharmaceutical Industry. Finally, the 
paper concludes with a future scope in section 8. 

2. Related Work 
Various research studies and initiatives have explored how 
AI, QR code, RFID and Blockchain technology can be 
applied to address the issue of fake/counterfeit product 
identification. Saeed et al.10) suggested Near Field 
Communication(NFC) technology easily available in 
consumer’s cell phone which acts as an RFID reader and 
hence detects counterfeit products. Khalil et al.11) proposed 
an RFID-based anti-counterfeiting and anti-theft 
techniques to identify counterfeit items at the time of 
purchase. RFID based system could not able to work in 
poor quality of network. Another study was led by Picard 
et al.12) to examine copy detection QR Codes which had 
been positioned in market for many years. However, by 
itself a QR Code can easily be copied by cloning. Hence, 
power of cryptography and web services was proposed by 
Shaik et al.13) along with QR code to prevent counterfeit 
products by inserting copy sensitive layer to QR Codes. 
Yan et al. in 2020 proposed IoT system that utilized visual 
feature for the authenticity of the product along with QR 
code for tracking and tracing 14). 
Modern techniques for fake/counterfeit product detection 
leverage advanced technology such as machine learning 
and blockchain technology to enhance the accuracy and 
efficiency. Machine learning-based image and text 
identification and classification could be a crucial tool in 
the fight against counterfeiting 15-17).  
Roy et al.18) suggested a better solution utilizing AI for 
non-technical customers who can scan the product or 
goods with the help of a mobile application to check the 
product is authentic or counterfeit. The proposed model 
was in two phases. The first phase was logo detection using 
spelling detection and color recognition and the second 
phase was training the ML model using the Naïve Bayes 
algorithm and then detecting fake or original logos with the 
help of the Feature Extraction method. 
AI-based solution for fake/counterfeit product detection 
requires huge data sets for training and computation power. 
Some different anti-counterfeiting technologies (besides 
blockchain) along with their limitations and use cases can 
be seen in Table 1. To overcome this limitation, 
Blockchain technology has been introduced. 
Recently, various research studies and initiatives have 
explored how blockchain technology can be functional to 
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address this issue in different sectors such as luxury19-20), healthcare 21-25), and E-commerce, 26-28). Mani et al. 21)  

Table 1: Anti-counterfeiting Technologies 

No. Technology Product Type Drawback/Shortcomings 

1. RFID Any 1. Can be counterfeited as well. 
2. Unable to transmit through metal objects. 

2. Artificial Intelligence Daily use products 1. Requires substantial investments in data collection, infrastructure, 
and expertise. 
2.These systems can be expensive. 

3. Machine Learning Supply chain prediction 1. Training & running ML models can require significant 
computational resources. 
2. The don’t generalize well to novel and unseen examples. 

4. QR Code Daily use products 1. Easy to replicate 
2. Choosing appropriate encrypting key 

made a study of detecting fake products. Adsul et al.22) 
pointed that conventional supply chain activities didn’t 
record the data about product among the various parties 
involved in the system, like manufacturers, producers, 
distributor and retailers. 
Hence, these parties have no information regarding that 
medical product. Governing authority has no tractability, 
transparency of the system, taking follow-up of patients 
and supply chain activities are complex and costly affair. 
Therefore, the author proposed a blockchain based system 
or device in the field of the pharmaceutical supply chain 
to leverages with traceability, transparency, immutability 
and security to the medical supply chain. The proposed 
device may be utilized in the pharmaceutical industry to 
track the drugs from its manufacturing to distribution to 
patients. Wasnik et al. 23) conducted a research to enhance 
the identification of counterfeit products by monitoring 
the history record of the supply chain. A blockchain-based 
system decentralized everything, allowing various parties 
to access it simultaneously. Chen et al. 20) proposed a 
model using blockchain technology to minimize the issue 
of data falsification and tampering, while tracking the data 
of luxury products and ensuring the accuracy and 
authenticity of the related data, to achieve the goal of anti-
counterfeiting of luxury products. Their work was limited 
to luxury products. Veronica et al. 27) proposed an 
Ethereum Blockchain which will be used to add a QR 
code to the products while manufacturing. The Author 
claims the system to be a robust technique to fight against 
the practice of counterfeiting products. The system 
produces a unique QR code of the product and the product  
details along with its QR code are stored as blocks in the 
blockchain. The Author’s model is a generalized method 
and does not focus on the specific domain. Sharma et al.24) 
proposed the efficacy of QR code and blockchain 
technology to identify fake medical products. However, 
the authors did not discuss in detail the implementation 

and results. Similarly, Islam et al. 25), also integrated QR 
codes and Blockchain in the supply chain from the 
manufacturing to the end user using public key 
infrastructure and digital signature to trace the medicine.  
Singh et al. in 2021 suggested authenticating the product 
at every phase of the supply chain through the OTP system 
on the recipient’s mobile device. However, network 
problems can stop to receive OTP28). Blockchain 
technology was also used by Anthony et al. to create a 
system that allows clients to verify a product without a 
corresponding merchant, but the supply chain involved 
too many different intermediaries29). 
 Blockchain technologies have the potential to 
revolutionize supply 30-35) chains and recognize counterfeit 
goods13-20). Table 2 provides an overview of some 
important research and models, as well as the techniques 
used to detect counterfeit goods. Since Blockchain is a 
decentralized network and distributed digital 
technology36-37). The idea is to store medical product 
details along with its QR codes into a Blockchain instead 
of storing it in a centralized database. The hazards of data 
being tampered by third parties are eliminated when 
decentralized control is made possible.  
Table 3 compares the existing work with various available 
technologies and application domains such as E-
Commerce26), recycling38), etc., apart from the supply 
chain. Table 3 demonstrates the potential of integrating 
QR codes and blockchain technology for effective 
detection of product counterfeiting23,26,38,39). This 
motivates the author to explore the QR and blockchain for 
the supply of medical products. 

3. Motivation  
Anything that makes money can be counterfeited. 
Expensive medicines such as those used in the treatment 
of cancer or AIDS are particularly profitable for fake 
medicine-making companies. The most often 
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counterfeited medications are antibiotics, especially in 
low-income countries where many individuals cannot 
afford the cost of medications. 
Some expensive medications 24) are stated below: 
• Obinutuzumab – (Rs 399305) Used in chemotherapy to  
treat blood cancer. 
• Pembrolizumab – (Rs 197250) Humanized antibody 
used in cancer immunotherapy that treats melanoma, lung 
cancer, skin cancer, etc. 
• Nivolumab – (Rs 39800) Used in the treatment of 
cancers of the kidney, urinary tract, food pipe, 
stomach, etc. 
 Counterfeiting of life-saving medicines must be put to an 
end. This motivates the author to develop a type of  
model that can protect against the counterfeiting of 
medical products. 
The proposed solution has the potential to overcome all 
the challenges in the existing systems as well as to provide 
a better architecture for the existing supply chain. 
Combining the potential of Blockchain technology along  
a secure QR code mechanism will offer robust security, 
data immutability, and transparency in all transactions. 
Models like these ensure the authenticity of products and 
help maintain consistent quality and safety standards. This 
is especially crucial for sectors like medicines and 

healthcare, where low-quality counterfeit goods can have 
disastrous effects. 

4. Proposed Methodology 
The proposed methodology is centered on the integration 
of Blockchain technology and QR code, which ensures 
product authenticity without relying on middlemen for 
verification. QR are 2D matrix barcodes that you see on 
product packaging, to connect products to the Blockchain. 
Consumers can scan these QR codes with their 
smartphones to confirm that a product is genuine. 
Algorithm-1 represents the overall working of the 
proposed methodology. 
 
Each product gets its unique code securely stored in the 
Blockchain. The several steps involved in the process are 
mentioned below:  
Registration & Input Product Details (Manufacturer) 
-The initial step involves establishing a secure website for 
manufacturer registration and login. Upon login, 
manufacturers can add product details such as batch 
numbers, manufacturing dates, and a product serial ID, etc. 
using addProduct() function ensuring accurate data entry 
for Blockchain verification. 

Table 2: Existing works using different anti-counterfeiting technologies 

S.No. Ref. Contributions Research Gap 
1. Adsul et al. 2020 

22) 
The author suggested a novel, well-established 
methodology for linking test case prioritization 
techniques with fuzzy logic and artificial 
intelligence. This system is based on three factors: 
necessity inclusion, endeavors, and complexity. 

Training & running of ML models can 
require significant computational 
resources. Inaccurate or biased training 
data can cause inconsistencies in the 
result. 

2. Singh et al., 2021 
28) 

Authors suggested a collective method of the 
decentralized Blockchain technology and the Supply 
Chain to remove the need of traders by the 
customers. Authentication of the product has been 
done at each phase of recipient's phone via OTP. 

The model requires the appointment of 
Quality control manager which is not very 
sustainable. End consumer and 
shopkeepers do not receive OTP, which is 
a loophole for counterfeiters. 

3. Wasnik et al., 
2022 23) 

The author suggested blockchain-based technology 
to enhance the detection of fake products by tracking 
its supply chain history.  

The proposed work is limited to general 
products. The following work does not 
tackle medical products and related 
domains. 

4. Chen et al., 
202220) 

Author suggested blockchain-based to solve the 
problems of data forgery and data tampering; The 
objective is to enhance the accuracy and authenticity 
of the relevant data of luxury product. 

Too much involvement of various 
intermediatory people in supply chain, 
which makes the model more convoluted. 

5. Anthony et al., 
2023 29) 

The author proposed a system that allows consumers 
to verify the legitimacy of a product without the 
need for a corresponding merchant, utilizing 
blockchain technology. 

Extensive implementation costs potentially 
limit its widespread use and effectiveness. 
There is an excessive amount of 
middlemen involved in the supply chain. 

6. Sulaiman & Nur, 
202427) 

The Author suggests using Ethereum, smart 
contracts, and QR codes to authenticate the products.  

High memory is needed to store the supply 
chain of every product. Limited to the 
general product. 
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7.  Sharma et al., 
202424) 

The author advocates a blockchain and QR code-
based method to identify fake medical products. 

Only a prototype, need to add 
implementation details. 

Table 3: Comparison of Related Work Based on Technologies and Application Domains 

Publication Name QR AI Blockchain RFID Workspace 
/ Domain 

Method / Approach 

A blockchain-based 
recycling platform using 
image processing, QR codes, 
and IoT system 38). 

Yes Yes Ethereum 
smart contracts 

No Recycling Deep Learning-based 
Image Recognition and IoT. 
Provides 98.2% accuracy in 
object recognition. 

Detection of Counterfeit 
Products using Blockchain 
23) 

Yes No Ethereum 
Network 

No Supply 
Chain 

Track the entire product's 
history from manufacturer 
to customer using 
blockchain and QR codes. 

A Blockchain based 
Medicine Production and 
Distribution Framework to 
Prevent Medicine 
Counterfeit25). 

Yes No Permissioned 
Blockchain 

No Medical 
Supply 
Chain 

The blockchain-based 
framework was used. 

Identification of Counterfeit 
Products Using Blockchain 
in E-Commerce26). 

Yes No Public 
blockchain 

No E-commerce QR and blockchain ledger 
for online goods 
authentication 

A Blockchain-assisted 
Authentication Protocol for 
RFID-enabled Supply Chain 
Management System35). 

No No Hyperledger Yes Supply 
Chain 

Blockchain-assisted RFID-
enabled Supply Chain 
Management System 

AI-enabled Product 
Authentication and 
Traceability in Global 
Supply Chains40). 

No Yes Consortium 
Blockchain 

Yes Global 
Supply 
Chain 

AI, RFID, and blockchain 
traceability 

Identifying Counterfeit 
Medical Products with QR 
Code and Blockchain 
Technology for Securing 
Healthcare (Proposed Work) 

Yes No Permissioned 
Blockchain 

No Healthcare / 
Medical 
Products 

QR code-based product 
verification integrated with 
blockchain ledger 

Product Serialisation - It involves assigning a unique 
identification code (UID) to each individual product unit. 
This UID is created by using SHA-256 and UID along 
with product details is stored in the block as shown in 
algorithm 1. This distinct serial number helps authenticate 
products throughout the supply chain, enabling precise 
monitoring and verification within the Blockchain system. 
Blockchain Record Creation- It compiles product details 
securely into the Blockchain ledger, ensuring an 
immutable, transparent record for verification.  
QR Code Generation- It involves creating QR codes for 
each medical product, allowing easy access to product 
information by scanning the code with a mobile device.  
Product Distribution-Prior to product distribution, the 
QR code will be sent to the manufacturer and they will 
place it on each product. Subsequently, the product will 
be introduced to the market. 

Login & Edit Product Details (Supplier)- Before selling 
the product to the customer, the supplier can scan the QR 
code on the products. The supplier will be authorised to 
edit details such as date of selling of product. The supplier 
will also will have to update that the product has been sold. 
This will keep track that out of total manufactured units 
how many products have been consumed. 
Smart Contracts- It automate and enforce key supply 
chain agreements related to product distribution, 
verification, and data sharing. These contracts streamline 
processes, enhance transparency, and ensure compliance, 
all of which contribute to the overall efficiency and 
effectiveness of the model. 
Product Verification- This is the subsequent step in our 
methodology, focusing on confirming the authenticity and 
details of each serialized medical product. This step 
typically involves scanning QR codes by the customers to 
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access Blockchain records and ensure product legitimacy 
and traceability. 
After scanning the QR code, if the product's unique code 
matches the records, it's genuine otherwise it's considered 
as counterfeit. This simple and easy-to-do action will 
ensure that patients receive authentic products. 
Overall, the methodology is shown in Figure 1. The main 
three players in the framework, i.e. manufacturer, supplier,  
Algorithm 1: Blockchain-Based Fake Medicine 
Detection using QR Code 

Input: 
MProduct_Details(Manufacture_ID, 
Product_Id, Product_Name , 
Product_Price, Brand) 
Output: Verification Result 
(Authentic / Fake) 
Begin 
Manufacturer registers medicine on 
blockchain using function 
addProduct(). 
Generate a unique Hash (UID) using 
SHA-256. 
MProduct_Details(Manufacture_ID,Pro
duct_Id, Product_Name , 
Product_Price, Brand) 
SHA-256(MProduct_details, 
Timestamp). 
Store (UID, MProduct_details) in 
the blockchain ledger. 
Generate a QR code embedding UID 
and transaction hash. 
Supplier scans QR code and verifies 
authenticity through 
verifyMProduct(UID). 
If record exists → mark MProduct as 
Genuine. 
Else → flag as Fake. 
User scans QR code before purchase 
for final verification. 
End 

consumer will have the following responsibilities and 
duties. 
Manufacturer - Any more data that is needed is added to 
a block that will be inserted to the Ethereum blockchain 
using the Ethereum wallet of manufacturer. First, 
Manufacturer will login his Ethereum wallet account and 
generate a QR code for the particular product. If both are 
present, a link will be created between the entity's and the 
user's wallet addresses in our local database. If just the 
block is uploaded to the digital ledger, the manufacturer 
will enter data from his own wallet and account.  
Supplier - The supplier scans the QR code on the product 

after logging into their account. The seller has access to 
the product data entered by the manufacturer. It adds 
further details about the product, such as the location of 
the store, to the Blockchain. The buyer can see these 
details. Algorithm-2 represents the working of the 
supplier side. 
Customer – customers may confirm the legitimacy of a 
product by scanning the QR code that offers records of 
previous transactions on the blockchain. In case of any 
mismatch, the client will be aware that the goods are not 
authentic.  
QR Code - In a blockchain-based system for detecting 
counterfeit goods, QR codes can be utilised as a product's 
unique identification. Here's how it will function: 
Assign every product a distinct QR code: A distinct QR 
code is allocated to every product and is printed either on 
the product or its container. 
Post the QR code on the blockchain: The QR code is 
sent to the blockchain along with other relevant data, such 
as date of manufacture, the location of each supply chain 
stage, and the names of the participants at each stage. Scan 
the product's QR code for authenticity: Customers can 
authenticate the product by scanning the QR code with a 
smartphone app. To confirm the validity of the product, 
the app would connect to the blockchain to obtain the data 
that was captured during the supply chain tracking stage. 
Anti-counterfeiting measures: Other anti-counterfeiting 
techniques that the system can incorporate are tamper-
evident packaging and unique, hard-to-copy QR codes. 
Enforcement: When products are found to be fake, the 
blockchain can be used to locate the product's original 
manufacturer and assist in bringing legal action against 
people responsible for their creation and sale.  
Using QR codes in a blockchain-based system for 
detecting counterfeit goods may make it quick and easy 
for customers to verify products. Furthermore, it enables 
the effective archiving and upkeep of product data on the 
blockchain, which can be employed to implement anti-
counterfeiting measures and identify the source of 
counterfeit merchandise. 

5. Implementation Strategy 
 The overall goal of this architecture (as illustrated in 
Figure 1) is to guarantee that manufacturers, sellers, and 
consumers can all access relevant product information 
that is stored on the blockchain. Through the use of smart 
contracts, the system will be able to guarantee that all 
participants in the supply chain abide by its laws and 
regulations and give customers great assurance regarding 
the legitimacy of the goods they buy. 
Algorithm 2: Execution steps at Manufacturer Side 

Supplier Login the System 
Scan QR_Code → Extract UID 
If UID Exists in Blockchain then 
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Fetch MProduct_Record 
Update Inventory_Details 
(Supplier_ID, Warehouse, Timestamp) 
 Append new Transaction_Block 

Else 
 Display "Invalid MProduct Record" 
End If 

 
Fig. 1: Proposed Methodology 

The proposed system enables interaction between 
suppliers and manufacturers so that each can contribute a 
block to the blockchain with transaction details without 
altering the other's block. Solidity is used in the writing of 
the contracts for the supplier and manufacturer block. 
Ganache has been used for local testing because the code 
is executing on a local network. In the truffle-config.js 

file, port 7545 and host "127.0.0.1" are configured. Truffle 
is then used to compile and deploy the contracts. 
Port 7545 was selected as it is the default communication 
port of Ganache, enabling ease of integration with 
Ethereum-based development tools. 
For deployment, migration files are created. We can 
deploy contracts on an Ethereum blockchain network with 
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the use of Migration files. React and HTML are used to 
develop the interface. Web3.js library is used to enable 
interaction with the Ethereum blockchain. It facilitates 
sending and receiving ether, verifies transactions, and 
reads and writes data from smart contracts. Usage of 
web3.js to connect the frontend to the backend and 
interact with contracts and JavaScript is used for backend-
to-frontend connection. Installing Metamask on a browser 
makes it possible to access an Ethereum wallet via a 
browser and interact with the Ethereum blockchain.  
Ganache accounts are loaded into Metamask, as seen in 
Figure 5, in order to add supplier and manufacturer blocks, 
they must validate the transactions using their Metamask 
wallet account, which is connected via Web3.js. After 
that, the end-user can verify the product's integrity and 
supply chain by scanning the QR code.  

6. Result & Discussion 
The proposed fake medicine identification model is 
developed as a full-stack decentralized app that can be 
used to identify counterfeit medicines with ease. Figure 2, 
shows the home page of the website where players like 
manufacturers, sellers, and consumer, can login using 
their Metamask accounts.  
The home page of the app gives three options which first 
of which is used for manufacturer login, the second for 
seller login, and the third one is used to verify the product 
by the consumer. The user has to login according to the 
position allotted to the player. The manufacturer must 
have a Metamask account, which he/she must be 
connected to the website. 
Figure 3 shows Metamask portal prompt message asking 
the user to connect his account with the website. Here, the 
address of the manufacturer is 
0xe3DF96aB6Dd7336457D1126632a3184c766F1C34. 
After connecting the wallet, the manufacturer will be able 
to see his ETH coins, and a green dot beside his account 
name, indicating that the Metamask wallet has been 
successfully connected with the website as shown in 
Figure 4 Whenever a manufacturer adds some data on the 
blockchain its Metamask account is used to make a 
transaction on the blockchain. For completing this 
transaction some amount of gas is deducted from the 
Metamask account. On clicking on the manufacturer 
button, a login page appears as shown in Figure 4. Here, 
the manufacturer will have to enter his correct credentials, 
i.e. his username, password and his manufacturer ID. 

 
Fig. 2: Home Page 

After successful login, the manufacturer section page 
appears. This page has all the relevant options for a 
manufacturer, i.e., add a product, add seller, check 
inventory, sell product to seller, etc. Figure 5 show the 
Add Product section. Manufacturer is adding product 
details on the platform like product ID, product name, 
product brand, price. When the manufacturer clicks on 
add the product, a Metamask message appears to confirm 
the transaction for which some amount of gas is used. On 
successful transaction, a QR code is generated real time 
and a unique product serial number is also generated. 
Subsequently, these details are added on the blockchain. 
A manufacturer can view their inventory by clicking on 
check the inventory as shown in Figure 6. 
The manufacturer can add the sellers to whom he sells his 
medicines. The manufacturer has to enter complete details 
about the seller such as his name, address, phone number, 
seller ID, etc. The Query Sellers page allows the 
manufacturer to see the details of all the sellers to whom 
he sells his medicines. By this the manufacturer can have 
a record of all the various sellers associated with him. 
Figure 7 shows the Query Sellers page. 
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Fig. 3: Manufacturer Connecting his Metamask Wallet 

 
Fig. 4: Manufacturer Login 

 
Fig. 5: Add Product 

 
Fig. 6: Check Inventory 

 
Fig. 7: Query Sellers 

When the medical product is sold to the seller, the 
manufacturer clicks on Sell Product to Seller, then simply 
scans the QR code on the medicine. The website 
automatically detects the QR code and retrieves the 
corresponding product serial number. The manufacturer 
enters the seller code to whom he is selling his medicines 
and finally clicks on the Sell to Seller button. Figure 8 
shows the Sell Product to Seller page. 
All the work from the manufacturer's end is completed. 
The details of the manufactured medicines are 
successfully stored on the blockchain. Moreover, the 
medicines are also sold to respective sellers. 

 
Fig. 8: Sell Product to Seller 
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Fig. 9: Seller Successfully Connected to the Dapp 

 
Fig. 10: Seller Section 

Now, the seller comes into play. The seller will have to 
connect his Metamask account with the Dapp to perform 
transactions. Figure 9 shows the account of the seller, 
which is 
0xaCc20862b5601A46DCED589e2fc986077540dB77, 
and its ETH coins. 
On the homepage the seller will click on the Seller section 
and fill its correct credentials to login. After successful 
login, the Seller Section page is opened, which has only 
two options, either sell medicine to consumer or check the 
available stock. Figure 10 shows the Seller Section page. 
The check the availability of medicines, the seller can 
click on Products for Sale. Figure 11 shows the Products 
for Sales page, which displays the details of the medicines 
which the seller can sell or has sold in the past. The seller 
can see details such as its serial number, name, brand, 
manufacturer ID, and the status of the medicines, whether 
they are sold or not. 
The Sell Product to Consumer page allows the seller to 
sell medicines to end consumers. The seller will have to 
scan the QR code on the medicines, enter the consumer 
code and finally click on the Sell to Consumer button as 
shown in Figure 12. 

The medicine has been successfully sold to the consumers 
and now the final step remains, i.e., product verification 
by the end consumers. In order to check the authenticity 
of a medicine the consumers will click on Product 
Verification page. The consumer will have to scan the QR 
code placed on the medicine, then enter his/her consumer 
ID and click on get product status as shown in Figure 13. 
If the medicine is authentic, a “Genuine Product” message 
is displayed. 
If the product is fake/counterfeit or the product details are 

 
Fig. 11: Products for Sales 

 
Fig. 12: Sell Product to Consumer 
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Fig. 13: Verify Products 

 
Fig. 14: Fake Product Message 

 
Fig. 15: Multiple Selling of Same Medicine to Different 

Consumers 

not stored on the blockchain, then the “Fake Product” 
message is displayed as shown in Figure 14. 
If a seller tries to copy the QR code and sell the same 
medicine to some other consumer as well, then upon 
product verification by the consumer, the consumer will 
be warned by a different message, so that the consumer  

 
Fig. 16: Consumer Purchase History 

gets alerted and does not purchase the medicine. Figure 15 
shows one such case. 
The consumer can also see the complete details of the 
medicines and his purchase history by clicking on the 
Consumer Purchase History page. Figure 16 shows the 
details of the medicines throughout the supply chain and 
the purchase history. 
Therefore, from the proposed application, we were able to 
successfully trace a medicine throughout the supply chain, 
reducing the chances of counterfeiting. Blockchain and 
QR codes helped us store the details of medicines securely 
on a decentralised ledger, making it very secure and at the 
same time convenient for end consumers to fetch 
medicine information. 

6.1. Response of RQ1: 

From Figure 4 to Figure 16, it has been observed that 

Blockchain offers a decentralized, secure, and tamper-

proof infrastructure where every medical product’s 

journey can be recorded, verified, and audited. This 

enhances transparency, trust, and counterfeit detection in 

the healthcare ecosystem. Stakeholders can verify 

authenticity through a distributed ledger accessible to all 

participants. 

6.2. Response to RQ2: 
QR code integration maximizes the identification and 
verification process by embedding unique, tamper-
resistant digital identities for each medical product. When 
linked to a blockchain ledger, these QR codes provide 
instant access to product details such as manufacturer, 
batch number, expiration date, and distribution history. 
QR code offers a machine-readable tag that links physical 
products to digital records and enables product 
identification and user-level verification through scanning. 
If we are using QR codes alone, then it would be 
vulnerable to duplication unless connected to blockchain. 
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7. Impact on Pharmaceutical Industry 
 The impact of a fake medical product identification 
system on the pharmaceutical industry and society could 
be significant and multifaceted: 
Improved Trust and Safety: A major advantage would be 
a rise in public confidence in the pharmaceutical sector. 
Finding and stopping the spread of counterfeit 
medications will improve drug safety and effectiveness, 
improving patient confidence and health outcomes. 
Protection of Public Health: Treatment failure, the 
emergence of drug resistance, and unpleasant reactions 
are only a few of the major health hazards associated with 
counterfeit medications. Finding and eliminating fake 
medications from the market would safeguard public 
health and shield individuals from possible harm. 
Economic impact: Pharmaceutical businesses may 
initially incur higher costs as a result of greater 
investments in regulatory compliance and authentication 
technologies that result from the installation of a fake 
medicine identification system. However, getting rid of 
counterfeit medications can preserve the market share of 
real pharmaceuticals, which might boost sales for real 
drug producers. 
Public Awareness and Education: By detecting fake 
medications, medical professionals and the general public 
may become more aware of the risks associated with using 
illicit medications. Education programmes could 
encourage people to buy pharmaceuticals from reputable 
suppliers and assist people in recognising phoney 
medications. 

8. Conclusion & Future Scope 
 The proposed system actually assists manufacturers, 
consumers, and the retail market in preventing product 
counterfeiting; however, the system was unable to prevent 
the sale of fake products after a QR code from a genuine 
product was transferred to a fake product. This led to the 
sale of the fake product being mistaken for the genuine 
one, regardless of whether it was real or fake. A 
significant amount of memory is also needed to store the 
supply chain for each product, which will increase the cost 
of this system. Future work will involve putting this model 
into practice and attempting to overcome the restriction by 
integrating secure QR codes (graphic, content, or 
password based) or by embedding material in the product 
so that, upon a user attempting to scan it, a chip or other 
device will transmit a signal to the relevant manufacturer 
or earlier supply chain participant. 

Data Availability Statement 
Not Applicable 
 

Research Involving Human and/or Animals 
Local vendors have participated during the investigation 
of the need of the platform and during the assessment of 
the platform thus developed considering the usability 
perspective. 

Informed Consent 
Authors have taken care of welfare of humans who 
participated in the research work carried out here. 
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